Installation de DUO
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Configuration serveur DUO

1- Prérequis

Cisco Duo est une solution d'authentification
multi-facteurs (MFA) qui sécurise l'‘accés aux
applications et aux systemes. L'utilisateur recoit
une demande de validation (push, code ou
appel) pour confirmer son identité avant de se
connecter.

2- Ajout depuis le menu DUO cisco :

Directory Sync | Import Users | Bulk Enroll Users Add User

@Sacha M. 3/7




Configuration serveur DUO

Il faut ensuite choisir un nom

Add User

Most applications allow users to enroll themselves after they complete primary authentication.
Learn more about adding users ¥

Username

Sacha

Should match the primary authentication username.

Il faut ensuite envoyer un mail pour enroller
I'utilisateur avec le mail choisi.

Logs | 'SendEnrolimentEmail | i Sendto Trash
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Configuration serveur DUO

L'utilisateur va ensuite recevoir un mail unique
pour continuer son enregistrement

This is an automated email from Duo Security.

Your organization invites you to set up a user account for Dueo. You will find instructions from your
Duo administrator below. If you have questions, please reach out to your organization’s IT or help

desk team.

Hello,

Your organization is now rolling out Duo Security, a friendly and secure way for you to
log into your applications. Your administrator has invited you to set up your account for
Duo =0 you can start logging in.

To beqin, click this link to enroll a phone, tablet, or other device:

LD SeCcurty 15 8 Wo-Tactor aulnentcancn service mart sinves o oe easy fo use and
secure. To learn more about Duo authentication, visit the guide here:

hittps://guide.duo.com/enroliment
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Configuration serveur DUO

3- Configuration co6té utilisateur :

Il y'a ensuite plusieurs étapes a suivre celle ci
seront indiqué pour l'utilisateur :

What is this? [
Need help?

Powered by Duo Security

What type of device are you adding?

@ Mobile phone RECOMMENDED
Tablet (iPad, Nexus 7, etc.)
Landline
Security Key (YubiKey, Feitian, etc.)
Touch ID

Enter your phone number

United States

+1 | 7345557081 v

Example: (201) 234-5678
What is this? Cf

Need help?

Powered by Duo Security

You entered (734) 555-7081. |s this the comect number?

What is this? £
Need help?

Powerad by Duo Security

Install Duo Mobile for iOS

1. Launch the App Store app and
search for "Duo Mobile”.

2, Tap "Get" and then “Install” to
download the app.

| have Duo Mobile installed

Activate Duo Mobile for iOS
1. Open Duo Mobile.

3. Scan this barcode,

Email me an activati

2. Tap the "+" button,

link instead,

What is this? %
Need heip?

Powered by Duo Security
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Configuration serveur DUO

Apres avoir suivi toute les etapes l'utilisateur va
recevoir un tutoriel :

cisco

Exercez-vous

Alors que vous vous
connectez, cette page
s'affiche :

Refuser Approuver

Appuyez sur Approuver
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